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IRIDI SCADA-BMS - CAENTAHO B POCCUI

POCCUICKASA MJTATOOPMA PA3PABOTAHO U POCCUICKII NPOTOKON
ABTOMATU3ALNWN 3OAHNI MPOM3BEOEHO B POCCN  ABTOMATU3AUWWN BUS77

Pewenune iRidi SCADA-BMS ans AnnapaTtHas 4acTb nnaThopmbl TexHnYeckas nnatdopma peLleHus
oucneTyepusaunn 1 aBToMaTusaumm iRidi SCADA-BMS - pazpaboTaHbl iRidi SCADA-BMS - oTKpbITbIN
3[aHUI - NporpaMMHo-annapaTHbIN 1 npoussoasaTcs iRidi Ha TeppuTopum npoToKon aBToMaTu3auunu Bus77.
KOMMJeKC poCCUncKoi pas3paboTky, PO®. NMetoTcs cepTudukaTsl 06 BbicokockopocTHOM, 6e3onacHbIi

c nogaepxkoi 70+ npoTokosioB OTCYTCTBWUW aHaNOroB U perncrpauus N HaZeXHbI MPOTOKON - poccuiickas
aBTOMaTM3aLuu. B peecTpe MuHundpel Poccun. pa3paboTka oT koMnaHuu iRidi.

MaTeHT
Ne 2653231 PO:

CepTtudukat
MuHundpbl PO:

iRidi B peecTpe
MuHundpbl PO:

APXUTEKTYPA IRIDI SCADA-BMS

( Mo SCADA 1

MJ1K v BBOA-BbIBOA, == (CepBep kacTepa =—= MHTerpaunoHHbIn cepeep

I I
R R B B A R R

| @&] 3] [®] =] [&] =| (] @) (1] (=] (@]

[aTtynkm n aktyaTopsbl CTOpOHHME cUCTeMbI

[~

= [10 SCADA - Touka cbopa Bcex AaHHbIX MO UHXEHEPHbIM U IT-cucteMam 3gaHus

= CepBep knacTepa - 415 pacnpefesieHns Harpysku 1 NoBbIWEHUS YCTONYMBOCTM CUCTEMbI

= MHTerpaunoHHbIN cepBep - 4S8 NOAKIIYEHNS PA3HOPOLHbIX CUCTEM

= [JIK v Mogynun BBOA-BbIBOLA - AJ19 YNpaB/eHNs NoKalbHbIMW CUCTEMaMMW aBTOMaTU3aLNn

= JlaTyuku 1 akTyaTopbl - A5 cbopa faHHbIX C MHXEHEPHbIX CUCTEM U YNpaBieHNs UCNOAHUTENbHBIMU MEXaHU3MaMu
= CtopoHHue cuctemsl - MC, OC, CKY[, BupeoHabniofexune, AV-cucteMbl 1 np.

CokpalleHune BpeMeHU peakLimm MpenynpexaeHve nonoMok 06opyoBaHus
Ha UHUMAEHTbI U KpUTUYEeCKUE CUTYaLUK 1 aBapUMHbIX CUTYaLUI

CHMKeHMe KOMMYHa/bHbIX PacxofoB
(snekTposHeprus, Tenno, soaal

IKOHOMUSA Ha yCTpaHeHMe NoCieAcTBUN
aBapuii U MopYu MMyLLeCTBa
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KAKME 3AOAYN PELLAET IRIDI SCADA-BMS

Bnok OBuK =

= Otonnexune no nomeueHuam u UTT/kotenbHas

= BeHTunauusa obuweobMeHHas 1 npoTMBOAbIMHAN

= KoHaunuvoHMpoBaHMe 1 xonomocHabxeHne

= KaHanusauus u nokanbHble 04UCTHbIE COOPYXXEeHUS
= BopgocHabxeHve 1 BOgONOANOTOBKA
= KoHTposb npoTeyek

Bnok ocBeweHus

= BHyTpeHHee ocBelleHne
= ConHue3almTa 1 3aTeHeHne
OcBelleHune dacaga v naHpwadTa

MoBbiweHne KoMdpopTa U
CHW)XeHMue 3aTpaTt
Bnok aHeprocbepexxeHuns : Ha copep)XaHue 3aaHus

= 3JnekTpocHabxeHune

W pe3epBuUpoBaHue
= 3JHeproy4yeT 1 KayecTBO
3N1eKTPOIHEepPrum

Bnok UT nnpacTtpykTypsbl

= BecnpoBogHble ceTn faHHbix Wi-Fi
= YcuneHune COTOBOW CBA3M
= |T-uHdpacTpykTypa

Bnok npounx cuctem = a Bnok 6esonacHocTn

= JlndTbl, TpaBonaTopsbl, 3ckanaTopbl U Npo4mnit = CKY[ v oxpaHHble cuctemsl
BepTUKaNbHbI U FOPU30OHTaNbHbIN TPAHCMOPT = BupeoHabniogeHue

= LlinarbayMmbl, aBTO-NapKUHr1 NoA3eMHble U OTKPbITblE = ABapwuiiHoe onoBeLleHue

= Cuctembl 6poHuposaHus, BYOD-pelweHus = [lpoTnBONOXapHble CUCTEMBI
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KJTHOHEBbBIE NMPEMMYLUECTBA CUCTEMbI

SCADA-cucteMa — KJOYEBOM KOMMOHEHT 3KOCUCTEMBbI
aBToMaTu3aumnu 3gaHun iRidi. OH no3BongeT cBecTu Bce
[aHHble 30aHusi B efMHOe MHGbOPMALMOHHOE MPOCTPaHCTBO,

obpabatbiBaTb 3TW [JaHHble, COXpaHATb B 6a3y AaHHbIX W SCADA-cucTteMa COCTOMT W3 HECKONbKUX

MocTaBfATb MONb30BATENsIM CUCTEMbI B PasfiM4HOM BUJE. B3aMMOCBA3aHHbIX MPOrPaMMHbIX KOMMOHEHTOB.

=  3alMUIEHHAs CUCTEMA CBA3U MeXAy BHEWHWMU WU vt
BHYTPEHHUMW KOMMOHEHTaMu cucteMbl - TCP-cTek, @ > EIE
npotokon iRidi UA, kpuntosawmTta Ha 6ase MOCT 34.12-
2018 [KyBHEHVIK 256 61T): iRidi SCADA Proxy iRidi SCADA Client

= KpoccnnatpopmeHHoe/ kpoccannapatHoe M0:

- cepep SCADA: Linux/Windows, x64/ARM; O
- - ] [{H] E-
- knneHT SCADA: Linux/Windows/Android/i0S, x64/ARM; =
= DeclloBHas WHTerpauus c robanbHbM  (06Bnako) u iRidi SCADA Client
cpegHuM  (koHTposnepbl) ypoBHAMM aBToMatTusauuu/ iRidi SCADA Server —
aucneTyepusaunm; > ] [
= elVHas cpefa pa3paboTku Ans BCeX YpoBHEW; ¢ =
o iRidi SCADA Client
= paspabortaHo v 3aperncTpmpoBaHo B PO (egunHbiil peectp
poccuitckoro M0, ®CTIK]; —
Ridi OPC DA Connector [T
=  HeorpaHu4eHHble BO3MOXHOCTM WHTerpaumu [(vepes —> L1 E E-
WHTEerpaumoHHble cepsepa iRidi, 6a3a pgpavisepos ans 70+ ¢

iRidi SCADA Client

NPOTOKOJIOB aBTOMaTVIBaLlVIVI];

= HeorpaHu4eHHble rpaduyeckme BO3MOXHOCTY
(pyHkumonan i3 Pro).

OPCD A Servers

[MPOIrPAMMHOE OBECMNEHYEHWE IRIDI SCADA-BMS SERVER

SCADA - cepBep oCyLLeCTBASET B3aMMOLENCTBUE C Pa3INiHbIMU
C/I0SIMU CUCTEMbl aBTOMATU3aLUW - BHELUHUMMW CUCTEMaMM,
KOHTpOMIIepaMn CPeAHEro YpoBHS, HU30BbIM 060pyLOBaHUEM.
[puHATbIE faHHble 06pabaTbiBAlOTCA C MOMOLLbIO BCTPOEHHbIX
CPeacTe  Noruko-matematuyeckoid  o6pabotkm  (ckpumTl,
61104Han noruka, BblpaxeHUsa-bopMynbl A8 HOpManusauun v O csncsnsrnnnssnniniaann SHURE
arpervpoBaHusa AaHHbIX); Janee - OHW 3anucbiBaloTca B 6asy
JaHHbIX oA JanbHeWllen aHanutukm u  obpaboTku.
MapannenbHo cucteMa cnefuT 3a MOCTYNaloLWMMKU LaHHbIMY,
MPOBePSIET UX Ha BaIMAHOCTb U Ha BbIX0[, 3@ 3afaHHble YCTaBKM
(cuctema anapmog). Takke cucteMa obecneynBaet ynpasneHue
yrpaBneHne obopygoBaHMEM W CUCTEMAMW  3AaHWUS MO
pacnucaHuio.
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XAPAKTEPNCTUKW CUCTEMBbI
10 IRIDI SCADA-BMS SERVER:

EMKocTb cucTeMsbl: no 2 000 000 Teros;
10 500 ceTeBbIX KIMEHTOB Ha cepBep.

MopnepxxvBaeMble Bus77 IP/CAN;
npaiisepa: Modbus TCP/RTU/RTU_over_TCP;
opc (DA/UA);
MQTT (req/pub);
SNMP (v.1/2/3);
PING;
BACnet IP (base);
VirtualTag.

JNlornyeckas JavaScript ECMA 6;
obpaboTka: 6noyHble guarpammbl. [B paspaboTke]

NuTerpauns REST API (https);
C BHELIHNMMU MQTT,
cucTeMamu: CYB[ PostgreSQL.

CvcTeMa xpaHeHus CYB[, PostgreSQL (PostgreSQL PROJ;
DaHHbIX: CYB[ iRidi TS. [ paspaboTke]

basoBbin HeT NpuBSA3KK K obnakam;
byHKUMOHAN: BBOA-BbIBOA (apaiiBepa) - 8 6a30BbIx
1 70+ paclnpeHHbIX;
NpoABMHYTas cMcTeMa anapMoB;
pacnucaHus.

KnbepbesonacHocTb: ponesas Mofenb JOCTyna;
yCcWieHHas naponbHas 3alnTa;
KOHTPO/b LLeNI0CTHOCTH MPOEKTOB;
KOHTPO/b LLeNIOCTHOCTU UCMONTHAEMbIX
Mopynen;

WndpoBaHHbIN kaHan obHoBAEHUS U
3arpy3Kku NpoekToB;

WndpoBaHMe NPOEKTOB;

Jlor JeicTBUIA NoNnb3oBaTeng;

nor 06HOBNEHNS MPOEKTOB W
KOMMOHEHTOB CUCTEMBI;

nHTerpaums B PSIM-cuctemsi;
coBMecTUMOCTb ¢ Kaspersky, YLICB,
Positive Technologies.

PesepBuposaHue: ropsiyee u XonofHoe pe3epBMpoBaHmne
no cxeme 1+1, 1+N.

JlnueHsnpoBaHue: USB-kitoy Guardant;
6e3 npuBa3ku K obnakam.
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SCADA N BUSYATTN3ALINA

CXEMA CBA3N KOMITOHEHTOB

[MPEMMYLLIECTBA IRIDI SCADA-BMS

NHOYCTPUANTBHAA HALEXKHOCTb OAHO OKHO MOCTABKW: OT AATHNKOB
[10 OBJTAYHbIX PELLUEHWI (OATHUKN,
MJIK, SCADA, AHAJTUTVKA, OBJTA4HAA

NCrnonpb3oBaHMe KOMMOHEHTOB CTaHAapTa industrial ,D,VICI'IET‘-IEPVI3ALI,VIFI]

B cepsepax, [UJIK, ™momynax BBoga-BblBOAA W
CEHCOpPHbIX MaHensx.

00:00 s
BHelwHne cucteMbl

90% HeobXooMMBbIX

KoMnnektTauna BCeX

08

(MES/TOnP/ERP/BIM) — - XecTKkoe KnnMatTmnyeckoe, Harpyso4dHoe n
= =l |- * byHKLMOHaNbHOE TeCcTMpOBaHMe B COBCTBEHHbIX KOMMOHEHTOB N7 aBTOMaTM3aLuKn 30aHUN
= nabopaTopnsix efmHas  cnyxba  TexnogAepXKKM Mo BCeM
MarT —D noATBEpXAeHWe  KayecTBa BO  BHeWHUX KOMNOHEHTaM
REUAA iRidi SCADA Client He3aBMCKMbIX nabopaTopusax B COOTBETCTBUM C equHas  bubnmoTeka  OnA  MPOEKTMPOBLIMKOB
FOCT u IEC (P®, Kuaii, Epocoios) (Autocad, Eplan)
|
o— i > — = hillin
""" = O O
| I il IRIDI STUDIO: EAMHAA CPELA PA3PABOTKMN OBYYEHME OT A 10 A - AKALEMWA IRIDI
Tiii: 1
O <—° e
m| | HacTpoika BCeXx KOMMOHEHTOB MpoekTa BO3MOXHOCTb CTapTa C Hy/IeBbIM YPOBHEM 3HaHMWIA:
o—— e iRidi SCADA WEB Client aBTOMaTM3aLMK B eiMHON cpefie pa3paboTku obydyeHue npegmeTHol obnacTu, aBToMaTM3aLMUK U
L BepTMKajbHas W rOpPW3OHTajlbHas CBA3b BCEX avcneTyepusaumm

KOMMNOHEHTOB Yepe3 aBTOMaTU4YeCKY
CUHXPOHM3aLMI0 CYLLLHOCTEN U MPOEKTOB
BO3MOXHOCTb HapaboTKM TUMOBbLIX PELUeHUN U KX
TUPaXKMpPoBaHWS Ha Apyrue o6bekTbl

nosHoTa obyyeHus: oT GU3n4eckMx 0CHoB paboThbl
WHXEHEepPHbIX CUCTEM ANS NPaKTUHECKUX 3HAHWUWA U
peanusaumm CNoXHbIX MPOEKTOB aBTOMaTU3aLMK

A A A oo
I v B
OPC DA/UA
e e ] IKOHOMUA BPEMEHW HA MYCKOHAJTAOKE 9KCMEPTHAA PRESALE-NMOOAEPXKKA

f

o
y

iRidi SCADA SERVERs

ObopynoBaHue aBToMaTU3aLUK
CTOPOHHWX BEHAOPOB

[0 3-X PA3

mcnonb3oBaHUe BbICOKOCKOPOCTHOTIO n

A A

o ©
y y

iRidi HS/IS SERVERs iRidi Bus77 interface

A

MaCLLJTa6MpyEMOFO npoToKoONa nosposigdeT
OCyLLeCTBUTb NyCKO-Haslafo4YHble pa60TbI B3 pasa

g 6bICTpee N C MEHbLUWM KONIM4eCcTBOM oLnbok

ObopynoBaHue aBToMaTM3aLUK

TEXHUYECKAA NOAOEPXKA 24/7 MO BCEM

yyeToM SLA 3akasuuka

MPOEKTOB

noafgepxka B
nnaHupyeMbix
aucneTyepusauum
3KCNepTM3a  CUJIbHbIX U
TEXHUYECKMX peLleHunin
nomowb B nogrotoBke K[ u cneundukaunn pns
KOHEYHOro 3aKa34uka

NOArOTOBKE  apXWUTeKTypbl
cucTeM  aBToMaTM3lauum U

cnabbix  cTOpoH

BbIEOP MPO®ECCVOHAJIOB

é — HYACOBbIM MOACAM PO
@ [E] EI.E - MUHUMaJIbHble CPOKW W3roTOBJIEHUA W [L0CTaBKMU
= o ™ . annapaTHoro obecnevyeHus
nepsas v BTOpas JINHUSA TEXHNYECKOWN NOALEPXKKN B poccuiickne KOMMOHEHTbI U MaTepuanbl
Natunkn MpuBoab KnanaHbil YacToTHble CueTunkm pexxume 24/7 pna scei Tepputopumn PO TeXHWYecKas NopAep>kka Ha pycckoM s3biKe
npeobpasosarenu €CTb BO3MOXHOCTb MOAy4uTb 0cobble ycnosBusa c SKOHOMMUYECKas

npuBnekKaTenbHOCTb ana
MWHTErpaTopoB 3a CHeT Fﬂy6VIHbI CKMOoK




| SCADA VI BUSYAJTTN3ALINA

IRIDI SCADA-BMS:
Bepcuna LOCAL

Makc. kon-Bo
MoseBbIX TEroB:

Busyanuzauus:

[pawnBepa:

CYBM:

NHTerpaumsa c
BEPXHWM YPOBHEM:

PesepBupoBaHue:

[okayka apxXmBHbIX
[AaHHbIX C MOMEBbIX
cepsepos iRidi:

500 (gononHUTENbLHO
500 BupTyanbHbIX)

WEB-dashboards /
PRO visu

Bus77, Modbus TCP/
RTU master, iRidi
Protocol

sqlite (rny6buna 3
Mecsua)

iRidi Protocol

HeT

HeT

IRIDI SCADA-BMS:
Bepcusa BASIC

Makc. KoJ1-BO
MosieBbIX TEroB:

Busyanuzauus:

[pawBepa:

CYBL:

NHTerpaumsa c
BEPXHWUM YPOBHEM:

PesepBupoBaHue:

[lokayka apXvBHbIX
LaHHbIX C MONeBbIX
cepsepos iRidi:

10

50k (mononHuTENBLHO
50k BUpTYyanbHbIX)

Tonbko WEB-
dashboards

Bus77, Modbus TCP/
RTU master, iRidi
Protocol, OPC UA/DA,
Ping

sqlite (rnybuna 6
mecsaues), PostgreSQL

iRidi Protocol, Modbus
TCP Slave, REST API,
MQTT Publisher

HeT

HeT

[puMeHseTca fns NpocTbix 06bLEKTOB, rAe KIMEHT U cepBep
iRidi SCADA paboTatoT Ha ogHoM [1K.

Kopn 3akaza

Onucaxune

ir-scada-lc-50

iRidi SCADA Local 50 ext tags, x1 virtual tags

ir- scada- lc-100

iRidi SCADA Local 100 ext tags, x1 virtual tags

ir- scada- lc-200

iRidi SCADA Local 200 ext tags, x1 virtual tags

ir- scada- lc-500

KnueHT-cepBepHas cucTeMa 6e3 pe3epBMpOBaHWs CepBepa.

Kopn 3akaza

iRidi SCADA Local 500 ext tags, x1 virtual tags

OnucaHune

ir- scada- bs-150

iRidi SCADA Base 150 ext tags, x1 virtual tags

ir- scada- bs-300

iRidi SCADA Base 300 ext tags, x1 virtual tags

ir- scada- bs-500

iRidi SCADA Base 500 ext tags, x1 virtual tags

ir- scada- bs-1k

iRidi SCADA Base 1k ext tags, x1 virtual tags

ir- scada- bs-1.5k

iRidi SCADA Base 1.5k ext tags, x1 virtual tags

ir- scada- bs-3k

iRidi SCADA Base 3k ext tags, x1 virtual tags

ir- scada- bs-5k

iRidi SCADA Base 5k ext tags, x1 virtual tags

ir- scada- bs-15k

iRidi SCADA Base 15k ext tags, x1 virtual tags

ir- scada- bs-50k

iRidi SCADA Base 50k ext tags, x1 virtual tags

IRIDI SCADA-BMS:
Bepcua STANDARD

Makc. kon-Bo
MoneBbIX TEroB:

Busyanuzsauus:

[LpaviBepa:

Cyb[:

WHTerpauwms c
BEPXHWUM YPOBHEM:

PesepBupoBaHue:

[lokayka apXMBHbIX
LaHHbIX C MoMeBbIX
cepBepos iRidi:

150k (mononHuTENBHO
150k BMpTYyasbHbIX)

WEB- dashboards/PRO
visu

Bus77, Modbus TCP/
RTU master, iRidi
Protocol, OPC UA/DA,
Ping, BACnet IP, SNMP,
MQTT, RTSP

PostgreSQL

iRidi Protocol, Modbus
TCP Slave, REST API,
MQTT Publisher

ecTb Ha 1 cepBep

na

IRIDI SCADA-BMS:
Bepcua ENTERPRISE

Makc. kon-Bo
MoneBbIX TEroB:

Busyanuzsauus:

[LpaviBepa:

CybA:

NHTerpauwms c
BEPXHWUM YPOBHEM:

PesepBupoBaHue:

[okayka apx1MBHbIX
LAHHbIX C MOneBbIX
cepBepos iRidi:

1000k (gononHuTEeNnbHO
2000k BUpTYyaNbHbIX)

WEB-dashboards/PRO
Y

Bus77, Modbus TCP/
RTU master, iRidi
Protocol, OPC UA/DA,
Ping, BACnet IR, SNMP,
MQTT, RTSP

PostgreSQL,
TimeSeries RTDB

iRidi Protocol, Modbus
TCP Slave, REST API,
MQTT

Publisher

ecTb, Ha N cepBepoB

na

KnueHt-cepBepHas cuctema ¢ ¢yHKLMEN pe3epBUPOBaHUS

cepBepa.

Kopn 3aka3za

OnucaHue

ir- scada- st-3k

iRidi SCADA Standard 3k ext tags, x2 virtual tags

ir- scada- st-15k

iRidi SCADA Standard 15k ext tags, x2 virtual tags

ir- scada- st-50k

iRidi SCADA Standard 50k ext tags, x2 virtual tags

ir- scada- st-150k

iRidi SCADA Standard 150k ext tags, x2 virtual tags

PacnpepeneHHas, MHOroypoBHeBas cucteMa Ajis MoCTPOEHWS
pacnpepeneHHon ANCNeTYepCKon CUCTEMbI C GYHKLMEN
pacLUMPeHHOro pe3epBrYpPOBaHUS.

Ko 3aka3za

Onucaxue

ir- scada- en-50k

iRidi SCADA Enterprise 50k ext tags, x2 virtual tags

ir- scada- en-150k

iRidi SCADA Enterprise 150k ext tags, x2 virtual tags

ir- scada- en-500k

iRidi SCADA Enterprise 500k ext tags, x2 virtual tags

ir- scada- en-1000k

iRidi SCADA Enterprise 1000k ext tags, x2 virtual tags

"
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SCADA VI BUSYAJTTN3ALINA

MO IRIDI SCADA-BMS CLIENT (APM/APP])

SCADA-knueHT npeaHasHadeH gns opraHmsauum APMoe (aBTomatusupoBanHbix pabounx MecT] ana obciyxusatowiero
nepcoHana (3kcniyataumoHHble cnyxbbl, cyBnoapsaunkm, MHXeHepbl 06cyxnsaHma).

OTobpaxaeT B rpadun4eckOM BUAE COCTOAHME MHXKEHEPHbIX CUCTeM 3aaHusa/obbekTa. MMo3BoNAET B MHTEPAKTUBHOM pexuMe
B3aMMOLENCTBOBAThL C CUCTEMAMM 30,aHUS - MEHSTb YCTAaBKM, HACTPOMKM pacnvCaHuii, MpoCMaTpMBaTh UCTOPUIO USMEHEHU.

PABOTAET HA PA3JINYHbLIX OMEPALUMOHHbLIX CUCTEMAX
W ANMAPATHbBIX TIJTATOOPMAX:

MK nactonbHble (OC Linux/Windows/MAC, x64/ARM):

I L] «TONCThIN» KITNEHT;

= WEB-npunoxenue g 6paysepe (WEB-dashboards).

MnaHweTbl
EI = «TONCTbIN» KNMeHT gns i0S/Android/Linux;

= WEB-npunoxeHue B 6paysepe (WEB-dashboards).
iP]

CMapTdoHbl

= «TONCTbIN» KNMeHT ans i0S/Android/Linux;
= WEB-npunoxenue s 6paysepe (WEB-dashboards).

)
MaHenu HacTeHHble/HaCTONbHbIe
El = «TONCThIN» KnneHT ans i0S/Android/Linux;
= WEB-npunoxeHue g 6paysepe (WEB-dashboards).

FPAOUNYECKUIA GYHKLIMOHAT:

yHacnefnoBan Bce rpapuyeckme Bo3MoxKHocTu i3 Pro;

pnobasneHbl cneunduynble gna SCADA komnoHeHThl - AlarmList, AlarmLabel, VisuScheduler, SCADATrend;
. MYNbTUMOHUTOPHOCTb.

KNBEPBE3OMACHOCTb:

*  HeT NpMBSA3KM K obnakam; WKdpPOoBaHHbLIN KaHan 0bHOBNEHWS U 3arpy3kiu
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ponesas Mofenb JOCTYyNa;
ycuneHHas naposibHas 3almTa;
aBTOBbIX0Z MO TalkMayTy;

KOHTPOJb LLesI0CTHOCTM NMPOeKToB;
KOHTPOJIb LLeSIOCTHOCTM UCTOJTHAEMbIX
Mopynen;

NPOEKTOB;
wndpoBaHme NPOeKToB;
Nor AeNCcTBUN Nonb3oBaTens;

nor obHoBneHus NMPOEKTOB N KOMMOHEHTOB CUCTEMDbI;

coBMecTuMocTb ¢ Kaspersky, YLICB, Positive
Technologies.

TUIMbl KNNEHTOB:

CXEMA CBA3N KOMITOHEHTOB

iRidi BMS Proxy

iRidi SCADA SERVER

HATVUBHOE MPUJI0XKEHWE,
YCTAHABJTMBAEMOE HA LIEJTIEBYIO MJIAT®OPMY

= HeoOXOAMMO ycTaHaBNMBaATb;
. BblCOKOE bblCTpoaenicTBUE;
= pacwupeHHble rpaduyeckne BO3MOXKHOCTY.

WEB MNMPUNOXEHNE B BPAY3EPE

= pabota u3 bpaysepa;
= DasoBble rpadumyeckre BO3MOXHOCTH
(Tonbko BUAXeTHI).

iRidi SCADA Client |P|

o
S
=3
S

(i

= = kil iRidi SCADA App

wm| O O
o | i—L4

iRidi SCADA WEB Client

00:00 as
—=
iRidi SCADA Client
| —
=— = il
=10 O
(-] E

iRidi SCADA WEB Client
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SCADA VI BUSYAJTTN3ALINA

IRIDI SCADA-BMS PABOYME MECTA (KJTMEHTbI)

Pa6oumne mecta (APMbI onepatopa) nocrasisiioTcs B 2-X BapUaHTax:

MO IRIDI OPC DA CONNECTOR [FREE]

KoMnoHeHT no3BongeT 3aBoanTb B cncteMy AaHHble ¢ OPC DA cepBepos.

1. View only - [OCTYMHbI MHEMO-CXEMbl TOMIbKO Ha MPOCMOTP, HE [AOCTYMHO M3MEHEHME 3HAYEHWI TErOB WM PEXMMOB YctaHaenusaetcs Ha MK ¢ Windows v B3anMogeicTayeT ¢ iokanbHbIMU uav yaanénHsimMu (cetesbiMm) OPC DA cepeepamu.

C Ucnonb3oBaHMeM rpadunyeckoro nHTepdeiica.

Full Control - no3BonsieT U3AMEHSATH 3HAYEHMWS TEFOB MW PEXMMbI C UCMOSb30BaHMeM rpaduyeckoro nHTepdeiica. MNpu atom
B 060MX BapuaHTax Y4YMTbIBAKOTCH HACTPOWKW CUCTEMbl MONb30BATENbCKOrO AocTyna. B nuueHsuu yyutbiBaetcs
KOJIMYECTBO OHOBPEMEHHO MOAKMOYEHHbIX KIMEHTOB (TEXHOIOrMA KOHKYPEHTBIX MOAKITI0HEHMA).

ba3oBble napameTpsbl: = po 100k OPC DA Teros;
= o 100 OPC DA cepBepos;
. no 10 ofHOBpPeMeHHbIX NOAK/IOYEHWT

Mo3NuUMn ON1A SAKA3A

«ToncTble» KINEHTbI

Kop 3akasa

ir- scada- netpro-1- vo
ir- scada- netpro-5- vo
ir- scada- netpro-10- vo
ir- scada- netpro-1- fc
ir- scada- netpro-5- fc

ir- scada- netpro-10- fc

WEB- dashboards

Kop 3akasa

ir- scada- netweb-1- vo
ir- scada- netweb-5- vo
ir- scada- netweb-10- vo
ir- scada- netweb-1- fc
ir- scada- netweb-5- fc

ir- scada- netweb-10- fc
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KnveHTbl C NpUMEHEHWEM HAaTUBHbIX MPUITOXKEHNIA
nog Windows, Linux, i0S, Android (kacToMHs rpaduka)

Onwucaxue

1 coepgunHenue iRidi SCADA Client View Only

5 coeguHenunn iRidi SCADA Client View Only
10 coepgunneHnui iRidi SCADA Client View Only
1 coegunHerune iRidi SCADA Client Full Control
5 coeguHeHnn iRidi SCADA Client Full Control

10 coegmnHenunn iRidi SCADA Client Full Control

KnuneHTbl ¢ nogkntoveHneM vyepes WEB-6payzep
(npocTas rpaduka - BuAXeTbI)

Onwucaxue

1 coegnHeHne WEB-dashboards SCADA View Only

5 coegnHeHunin WEB-dashboards SCADA View Only
10 coepgnHeHunin WEB-dashboards SCADA View Only
1 coegnHeHne WEB-dashboards SCADA Full Control
5 coeguHeHunit WEB-dashboards SCADA Full Control

10 coegnHennn WEB-dashboards SCADA Full Control

c iRidi SCADA cepBepos.

IRIDI SCADA DRIVERS PACK

Paclwmpset kKoMMyHMKaLMOHHbIE BO3MOXHOCTU Mnagwmx Bepcuit SCADA-cuctemsi.

BapuaHTbl:

Kop 3akasza
ir- scada- dp-0
ir- scada- dp-1

ir- scada- dp-2

iRidi SCADA Driver pack 1 iRidi SCADA Driver pack 2
1. OPC UA Client 1. BACnetIP
2. OPCDA 2. SNMP
3. Ping 3. MQTT
4. RTSP
OnucaHwue

iRidi SCADA Driver pack 0 (Bus77, Modbus TCP/RTU master)
iRidi SCADA Driver pack 1 (OPC UA Client, OPC DA, Ping, iRidi Protocol)

iRidi SCADA Driver pack 2 (BACnet IR, SNMP, MQTT, RTSP)

MO IRIDI SCADA PROXY [B PASPABOTKE]

[Mo3BoNSIET OpraHN30BaTh NOLKIIOYEHNE CETEBbLIX KIIMEHTOB Yepe3 MHTEPHET.
[aHHble Mexay knveHToM 1 cepBepoM wnpytoTtcs no [OCT.
Bo3MoxxHa nocTtaBka B BuAe SaaS pelwerusa nnm B suge OnPremise.

Kopn 3akaza
ir- scada- proxy-1
ir- scada- proxy-5

ir- scada- proxy-10

Onucaxune

1 npokcu coenuHeHme i3 pro scada (MHTepHeT gocTyn), gon. K ir- scada- netpro-1- fc
5 npokcu coefuHeHwnii i3 pro scada (uHTepHeT gocTyn), gon. K ir- scada- netpro-5- fc

10 npokcu coenuHeHwii i3 pro scada (MHTepHeT mocTyn), gon. K ir- scada- netpro-10- fc
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CEPBEP KJTACTEPA OYHKLWOHAJT CEPBEPA KJIACTEPA

Cepsep knactepa (SCADA-cepsep, EDGE-cepBep, cepep norpaHuyHbIX BblYmciaeHuid) npegHasHaveH ons o6pabotkm v ananvsa . Cbop faHHbIX C MONEBOro ypoBHS;
Bonbluoro KonauyecTsa MHbOPMauuuM OT YCTPOMCTB HuxkHero/monesoro yposHs (MJIK, Mogynu BBogma-BbiBoga, loT/lloT- . XpaHeHune NoKanbHOro apxuBa AaHHbIX KypHanbl, 3Ha4eHus Teros) n nepepada Ha BepxHuii yposeHs (B SCADA, obnako)
ycTponcreal. C nopaepxkon mexaHnsma Store&Forward;
JNokansHoe pesepsuposaHue (o HanpaBneHWsM BBOA-BbIBOA, XpaHeHue, noruyeckas obpaboTkal;
OcHOBHble oTANYUA cepBep Knactepa oT 00bIYHbIX CepBepoB - 3TO HENPUXOTSIMBOCTb K YCNOBUAM 3KCnJyaTaunu, KOMMAaKTHbIN . ObecneyvyeHune KV|6ep6e3or|acp—|oc‘rv|;
pa3Mep YCTPOMCTBA M BO3MOXHOCTb peanu3aluu pasfiMyHbiX BapuaHToB MoHTaxa: DIN-peiika, HacTeHHOe KpenseHwue, . XpaHeHue u BocCTaHoB/eHWe ycTaBok paboTel obopynoBaHWs, cUCTEM, NMpoBepka yCTaBoOK Ha KOPPEKTHOCTb (ocobeHHo)

YyCTaHOBKA Ha TrOpPU30HTaNIbHYyld MNOBEPXHOCTb. [lpyM 3TOM COXPaHSOTCA BCE XapaKTepuUCTUKM OTKa30yCTOMYMBOCTM, npv HecTabuibHOM NUTaHWK).
NPOVN3BOAUTENBHOCTU U 3HEProapEKTUBHOCTH, a TakxKe be3onacHoe NoAKIYEHME A8 YAANEHHOr0 yrpaBieHus.

Mo3NuUMn ON1A SAKA3A

Kopg 3aka3a HasBaHue OnucaHune

hss scada 49 HS SCADA 4G Cepsep knactepa/ckapa cepsep/EDGE cepBep/cepBep norpaHuyHbIX BbIYUCIEHN
Ha DIN -peliky c 6a3oBbIMU UHTEpdEicaMn N BCTPOEHHBIM 4G MogeMoM.

iss scada 4g IS SCADA Server 4G Cepsep knactepa/ckana cepsep/EDGE cepsep/cepsep nMorpaHu4HbIX BbIYUCAEHMIA
Ha DIN peliky c paclumpeHHbIM HabopoM uHTepdericos, SSD anckom n 4G MogeMoM.

iRidi SCADA SERVER
iss scada IS SCADA Server Cepsep knactepa/ckaga cepsep/EDGE cepsep/cepBep norpaHuyHbIX Bbl4UCIEHWIA
Ha DIN peliky ¢ paclumpeHHbIM Habopom uHTepdericos, SSD anckom.

Local SCADA Client

HS SCADA HS SCADA IS SCADA Server IS SCADA Server

Storage Storage Storage Storage

MODBUS MODBUS
BACNET BACNET
SNMP SNMP
OPC UA OPC UA
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SCADA-CAN BMS - | v W
CEPBEP KJTACTEPA 3 ’ \ : 4
Cepgep knactepa (SCADA-cepsep, EDGE-cepBep, cepsep morpaHuyHbIx . B r“'

BbluncneHnin) Ha DIN-peiiky ¢ paclimMpeHHbIM HabopoM WHTephEencos K . ll“ -

SSD-aunckoM.
Mpoueccop: RK3399 Rockchip, 2 x Cortex-A72 2000 MTw,
4 x Cortex-A53
OnepaTtuBHas namaTb: 2 Gb, DDR4
JHeproHesaBucuMas NamsaTb: 16 Gb - eMMC Flash, 128 Gb - SSD NVMe
Yacsl peanbHoro Bpemenn (RTC):  ecTb, 6aTapeika nutnesas CR1220
NHTepdeiichi: 1 x Ethernet 1000 M6ut/c
1 x USB Type-A (F) (USB 2.0) i
BCTpoeHHbI SSD-anck 128 GB; 1 x USB Type-A (F) (USB 3.0) N
4 yHUBEpCanbHbIX BXOAA; 113 X gg-ggg {c raanaHMHec»(olZl pa3Bﬂ3KOIZI} ]
T ) x RS- C rasibBaHNYeCcKon pa3BsA3Kon I
BCTpoeleoe MO - iRidi SCADA; 2 x CAN (Bus77) !
oddnaitn nuueHsmns - USB key, 4x Ul N
MoxKeT paboTaTb B 3aKpbITOM H
KOHTYype. nekTponuTaHue: 24 B nocTosiHHOrO TOKa H
Ii-
MoTpebnsemas MOLHOCTb: no 30 Bt £l |
Paboyvas Temnepartypa, °C: ot 0 no 50
Pasmepsl (LLXBxT), Mm: 110x97x58 (6 units)
Matepwuan, uger: nonvkapboHat, YepHbIN
OnepaunoHHas cuctema: Linux

IP]

Panels

o@i

iRidi SCADA

iRidi Cloud IS SCADA
Server 4G
[paneepa/npoTokonsl
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WHTEI PALLMOHHbBIE CEPBEPDI

NHTerpaunoHHble cepBepbl NpegHa3Ha4veHbl 4ia nogkitodeHus Kk akocucteme iRidi BMS pa3nnyHbIx KOHTPOMIEpPOB 1 CUCTEM C
npornpuveTapHbIMU NPOTOKOAMU C Liesiblo cbopa AaHHbIX ynpaBneHus. VIHTerpaLMoHHbIA KOHTpoasiep noagepxueaet bonee 70
MPOTOKOMIOB aBTOMaTM3aluK, a Takke M03BOJSET peanu3oBaTb B3aMMOLEWCTBME C YCTPOWCTBOM/CUCTEMON Yepes
CaMoCTOATENIbHO  CO3LaHHbIM  ApaviBep Ha f3blke JS. MoxeT 6bITb MCMONb30BaH Kak L3  AaHHbIX  Mexay
nHTEepdericaMu/NpoToKoNaMy ¢ paclUMpPeHHON N0rMYecko M MaTeMaTMyeckoi 06paboTkoi AaHHbIX, a Takxxe obecrednsaer
oTobpa>keHne nHGopmaLmm Ha nokanbHbix APMax.

Mo3NuUMn ON1A SAKA3A

Kopn 3aka3a HazBaHue OnucaHune

WHTerpaunoHHbiii cepeep (koHTponnep, cepsep knactepa) Ha DIN-periky

hss online HS Server i3 Pro online o %
C OHJIalH NULLeH3Men

MHTerpaunoHHbIi cepeep (KoHTponnep, cepeep knactepa) Ha DIN-peiiky

h line 4 H 4Gi3 P i
S5 0NMine 49 S Server 4G i3 Pro online C OHNaWiH nnueH3suneit n 4G MopeMoM Ha 2 SIM-kaptsl u Mogynem GPS/GLONASS
hes @filline NG Sarverr B Bre oflline l/lHTerpal:LMOHanZ cepsep (koHTponnep, cepeep knactepa) Ha DIN-peiiky
c obdnaint nuuensuen (USB kntoy)
e arfline IS Server i3 Pro SSD online MHTerpauunoHHbIi cepBep [KOHTpOJ‘IJ‘IHep, cepsep knactepa) Ha DIN-periky
C paclumpeHHbIM HabopoM uHTepderico 1 SSD-guckoM
s el IS Server i3 Pro SSD offline MHTerpaunoHHbIi cepeep (KoHTposnep, cepsep knactepa) Ha DIN-peliky

C paclumpeHHbIM HabopoM nHTepdericos, SSD-anckoM n opdnaiH
nuueHsmel (USB kntou)

YAl

OYHKUWMOHAN UHTEIPALLMOHHOI O CEPBEPA

ObbenunHsaeT NnaHenu ynpasneHus;

ObecneynBaeT nokanbHylo BU3yann3aLmnio Ha NaHensx;

ObecneynBaeT MUHMManbHYO 3arpy3Kky obopynoBaHus;

3anyckaeT cLueHapuu B 110601 MOMEHT;

ObecneynBaeT HageXHbI 0OMeH [aHHbIMK C NaHeNbIo yrpaBieHus;

Mo>HO MCMoNb30BaTh Kak NPOrpaMMupyeMblil KOHTposIEp;

MOo>HO NCMoNb30BaTh Kak LU03 AaHHbIX;

PaboTtaet nokanbHo, 6e3 goctyna B ceTb VIHTepHeT;

MoppepxmBaeT 60NbLWMHCTBO CYLECTBYIOLLMX MPOTOKOMIOB aBTOMaTM3aLuK;

MomoraeT NpeBpaTUTb 06bEKT aBTOMaTU3auMK B HacTb riobanbHoit loT/IloT-cTpykTypbi.

S 00N gk wh =

iRidi SCADA SERVER

HS SERVER  HS SERVER  HS SERVER HS SERVER  HS SERVER

DALI KNX HDL SIGUR Perco
MODBUS Trassir

Crestron AMX Macroscope Enviro
CUSTOM i

Bolid
Bus77 iRidi Protocol RUBEZH




NHTEI PALVMOHHBIE CEPBEPDI

HS SERVER I3 PRO ONLINE

OHNalH NULEH3NEN.

Mpoueccop:

OﬂepaTMBHaﬂ namaThb:

NHTepdeiichl:

OHNalMH aKTUBaLMSA NTULEH3NK;

poctyn B obnako iRidi gns

3arpysku 1 obHOBMIEHNS NPOEKTOB;

BcTpoeHHoe [0 - iRidi i3 Pro

Server.

olili

iRidi Cloud

SJ'IEKTPOI'II/ITBHI/IE:

MoTpebnsemMas MOLLHOCTb:

Paboyas Temnepatypa, °C:

Pasmepbl (LLUXBxT), Mm:
Matepwuan, uger:

OnepauuoHHas cuctema:

IP]

Panels

N

HS Server

3HepFOHE3aBl/ICVIMaﬂ naMaThb:

Yacbl peanbHoro BpeMeny (RTC):

MHTerpauvoHHbIii cepeep (KoHTponnep, cepsep knactepa) Ha DIN-peiiky ¢

RK3399 Rockchip, 2 x Cortex-A72 2000 MTw,
4 x Cortex-A53

2 Gb, DDR4
16 Gb, eMMC Flash
ecTb, baTtapeiika nutneBas CR1220

1 x Ethernet 1000 M6ut/c

1 x USB Type-A (F) (USB 2.0)

1 x RS-485 (c ranbBaHn4eckomn pa3saskoi)
1 x RS-232 (c ranbBaHuyeckoi pa3Bsazkoii)
1 x KNX TP1-256

1 x CAN (Bus77)

24 B nocTosiHHOrO ToKa
no 30 BT

ot 0 no 50

70x97x58 (4 units)
nonvkapboHaT, YepHbIi

Linux

iRidi SCADA

[paiisepa /
NpOTOKOMbI*

pe3epBMpoBaHMeE KaHana CBA3U C
WNHTepHeT Yyepe3 MobunbHble ceTu
(4G/2SIM);

nony4yeHve KOOpAMHAT cepBepa
(onumoHanbHo);

OHNaliH aKTUBaLMS NLEH3UK;
poctyn B obnako iRidi pns
3arpy3ku 1 0bHOBNEHWS NMPOEKTOB;
BcTpoeHHoe [0 - iRidi i3 Pro
Server.

iRidi SCADA

[paiiepa /
NpoTOKONbI*

HS SERVER 4G I3 PRO ONLINE

MHTerpaunoHHblii cepsep (KoHTponnep, cepsep knactepa) Ha DIN-peliky ¢
OHNanH nuueHsvein un 4G mMogemMoM Ha 2 SIM-kapTbl U Mopynem

GPS/GLONASS.

Mpoueccop:

OI'IepaTMBHaﬂ namMaTb:

3Hepr0He3aBMCVIMaﬂ namaThb:

Yacbl peanbHoro Bpemern (RTC):

NHTepdeiichi:

3J'|eKTp0I'Il/ITaHVIe:

MoTpebnsemMas MoOLHOCTb:

Pabovas Temnepatypa, °C:

Pasmepbl (LLUxBxI), Mm:
Matepuan, uger:

OnepauuoHHas cuctema:

P]

Panels

HS Server

RK3399 Rockchip, 2 x Cortex-A72 2000 Mrw,
4 x Cortex-A53

2 Gb, DDR4
16 Gb, eMMC Flash
ecTb, baTtapeiika nutnesas CR1220

1 x Ethernet 1000 MéwuT/c

1 x USB Type-A (F] (USB 2.0)

1 x RS-485 (c ranbBaHu4eckoit passsizkoi)
1 x RS-232 (c ranbBaHu4eckoit passsizkoi)
1 x KNXTP1-256

1 x CAN (Bus77)

2 SIM (2 aHTeHHbI)

GPS/GLONASS (1 aHTeHHa)

24 B nocTosiHHOro Toka
no 30 Bt

ot 0 no 50

70x97x58 (4 units)
nonukapboHart, YepHbI

Linux

olili

iRidi Cloud

23
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HS SERVER I3 PRO OFFLINE

Mpoueccop:

OI'IepaTVIBHaﬂ namaThb:
3Hep|’OHe3aBVICVIMaﬂ naMaTb:

Yacsl peanbHoro spemern (RTC):

NHTepdeiichl:
= nnMueH3upoBaHue be3 focTyna B
NHTepHeTa Yyepe3 USB knioy;
*  nosnHoueHHas paboTa B 3aKpbIToN
cetu (6e3 goctyna B MHTepHeTa); SnekTponyTaHme:
= BcTpoeHHoe M0 - iRidi i3 Pro
Server; MoTpebnsemas MoLHOCTb:

- HeT yaasieHHOro noaknto4eHnd.

Paboyas Temnepatypa, °C:
Pasmepbl (LLUxBxT), Mm:
MaTtepuan, uer:

OnepauuoHHas cuctema:

iP]

Panels

T

HS Server

24

MHTerpauvoHHbIii cepeep (KoHTponnep, cepsep knactepa) Ha DIN-peiiky ¢
obdnaiiH nuueHsueit (USB koy).

RK3399 Rockchip, 2 x Cortex-A72 2000 MIw,
4 x Cortex-A53

2 Gb, DDR4
16 Gb, eMMC Flash
ecTb, batapeiika nutnesas CR1220

1 x Ethernet 1000 M6ut/c

1 x USB Type-A (F) (USB 2.0)

1 x RS-485 (c ranbeaHn4eckomn pa3saskoii)
1 x RS-232 (c ranbBaHn4eckomn pa3saskoii)
1 x KNX TP1-256

1 x CAN (Bus77)

24 B nocTosiHHOr0 TOKa
no 30 Bt

o7 0 no 50

70x97x58 (4 units)
nonukapboHat, YepHbIl

Linux

iRidi SCADA

[paitsepa /
NpoTOKOMbI*
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IRIDI MK

MpuMeHsieTcs AN NOCTPOEHUS CpefHMX U BoNblLUMX MPOEKTOB aBTOMATMYECKOro ynpaBieHUs Ha YpoBHEe NI0KallbHbIX CUCTEM.
C noMmolLblo TaKoro KOHTpOSIIeEpa MOXHO BbINoNHUTL aBToMatusauuio VT, cnoXxHol BEHTYCTaHOBKM, CUCTEMbl yrpaBlieHus
ocBelleHneM. KoHTponnep MoxeT 6biTb 06befUHEH C PasfiMyHbIMKU MOAYNSIMU PacLIMPEHUs MO BbICOKOCKOPOCTHOW U
3alMLLEHHON TexHonorun Bus77 ons nocTpoeHms HafeXHbIX CUCTEM aBTOMaTM3aLMmK pasinyHbiX cUcTeM 3aaHus. Takxke B base
nopaep>xmBatoTca npotokonbl Modbus n OPC UA.

Aapo KoHTposiepa - poccuiickas nporpamMmHas cpefa MoauroH ¢ nogaep>koit peseperposaHns (onuns) ang oTBETCTBEHHbIX
NPUMEHEHUN.

OBJACTU MPUMEHEHWA IRIDI TIIK:

ABTOMaTM3aLMs UHXKEHEPHbBIX CUCTEM 34aHNI Y COOPY>KEHWUN:

[] OBVIK;

= 3JHeprocHabxeHue;

= (OcBelleHue;

= YnpaBneHue an.Harpyskow;

= JHeproyyert;

= ABTOMaTM3aLMs 0PUCHBIX MOMELLEHMI M MPOYEr0 MHXKEHEPHOro 060pyLoBaHMS.

Mosunuwmsa iRidi MJIK B cucteMe aBTOMaTU3aLUn:
YpoBeHb MOHUTOpPUHTa
n ﬂ,mcneTHepmau,mm

iRidi SCADA-CAN
CepBep knacTepa

iRidi SCADA-BMS

YpoBeHb ACY
(aBTOMaTM3MpOBaHHbIE
iRidi MJIK Mopgynu BBOLa-BbIBOAA CUCTeMbl yNpaBneHus -
NoKaNbHbIA YypoBEHb
aBTOMaTU3auum)

[MoneBoi ypoBeHb

[aTivkn n ncnonHuTenbHble
ycTpovcTBa

26

PLC-CAN-1E

1 Ethernet.
Mpoueccop:

OI'IepaTI/IBHaFI namaTb:
3Hep|’0He3aBl/ICI/IMaﬂ namaTb:

Yacbl peanbHoro BpemMenn (RTC):

NHTepdeiicbl:

3nekTponuTaHue:
MoTpebnsemas MoLHOCTb:

Paboyas Temnepartypa, °C:

Pasmepb! (LUxBxT), MM:

Rk3399 Rockchip
2 x Cortex-A72 2000 MIy, 4 x Cortex-Ab3

2 Gb, DDR4

8 Gb, eMMC Flash

ecTb, baTtapeiika nutnesas CR1220

1 x Ethernet 1000 M6ut/c

1 x USB Type- A (F) (USB 2.0)

1 x RS-485 (c ranbeaHM4Yeckoi pa3saskoi)
1 x RS-232 (c ranbBaHn4Yeckoi pa3gaskoi)
1 x CAN (Bus77)

24 B nocTosiHHOTO TOKa

0o 30 Bt

ot 0 1o 50

70x97x58 (4 DIN)

[porpamMMupyeMblii NOrM4eckuUii KOHTpolNiep Aas cpegHux u 6onblumnx
cucteMm asToMatm3auwmu, 1 nopt CAN, 1 nopt RS485, 1 nopt RS232,

LigeT: YepHbIn
OnepaunoHHas cuctema: iRidi Linux
NHTepdericbl n npotokonbl iRidi MK
iRidi SCADA-BMS iRidi SCADA-CAN
CepBep knactepa
IP YcTpoiicTBa
iRidi MK
Modbus TOP
OPC UA
npotokon Modbus RTU npotokon Bus77
Modbus Modbus Modbus Bus77 Bus77 Bus77 Bus77
MOAYNb Moaynb Moaynb Moaynb MoZaynb Moaynb MOAYNb
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i Ri d i ‘ CEPBMNC GOD'S EYE

GOD’S EYE

God’s Eye - cepBUC yaaneHHOro MOHUTOPUHIA UHXXeHepHoro obopynoBaHus, AV-ycTtpoiicTB U IT-uHbpacTpyKTypbI.

MMBKMI 1 ynobHbIN OHNaH-CcepBUC ANS yOaNEeHHOr0 MOHUTOPMHIA «3[0P0BbSA» UHXeHepHOro obopyaoBaHus, AV-ycTpoicTs 1
IT-nHdpacTpyKTypbl Ha 0bbekTax aBTOMaTU3aLUN.

= ana AV-npoekToB, YTobbl KOHTPONMpPOBaTb coCcTOsHUE I T-MHDPACTPYKTYpbl U YCTPONCTB MynbTUMENa;

= 19 JOMallHel aBToMaTu3aLmm, rae Hy>KHO MOHUTOPUTL cUcTeMbl aBToMaTusaumun, CKY[ n nHxeHepHoro obopynosaHus;

= ans obcnyxuaHua cuctem asToMaTtmsauum KK, 4Tobbl oTcneXxuBaTb COCTOSIHME CUCTEM Ha YpOBHe KBapTWpbl,
061L1eJOMOBbIX MPOCTPAHCTB U NaHAWabTHOW TeppuTOpUN;

= [ONF aBTOMaTM3auuu  TOPOACKMX TMNPOCTPaHCTB, rAe HeobXO0[MM MOCTOSIHHbLIK  KOHTposnb paboTbl naHgwadTHOR
N apXUTEKTYPHO-XYL,0XKECTBEHHOW NOACBETKMU.

Cepsuc God's Eye npefiHasHauveH Lns UCMOSIb30BaHUSAM Ha 06beKTax aBToMaTU3aL MK, rae ycTaHoBneHbl cepsepsbl iRidi Pro ¢
OHNAWH NLEH3MPOBAHMEM.

CEPBMC GOD'S EYE OBECMEYMBAET:

= [lpepynpexpaeHune o BbIxofe 3a HOpMaTKBHbIe 3Ha4YeHNs nokasaTenein obbekTa;
= [IpenynpexneHue o HeobXoAMMOCTY 3aMeHbl Y3/10B C perfamMeHTUPoBaHHbIM CPOKOM 0b6CyXXMBaHUS;
= OnoBeLleHne 0 HELUTATHOM COCTOSIHUM Y3/10B U CUCTEM Ha YAaNeHHbIX 0bbekTax aBToMaTM3aLmu.

H4TO OTCJTEXXMBAET CEPBNC GOD'S EYE

CucteMHble napaMeTpbl cepBepa LononHutenbHble NapaMeTpbl 06bekTa

= CPU - % 3arpy3ku npoueccopa cepsepa = Hanuywue anekTponutaHusa Ha obbekTe
0 o (ecnu ecTb pesepBHas cucTeMa NUTaHUA aBTOMATUKM
= RAM - % 3arpyskv onepaTuBHOI NaMaTu cepBepa
1 UT nHdpactpykTypbl)
= Storage - % 3arpysKu AMCKOBOro NpoCTpaHCTBa cepBepa
KauvecTBO aneKTposHeprum - nepeHanps>keHue,
= Garbage Collector Rate - napameTp, xapakTepusyrLuin noteps ¢pasbl
paboTy garbage collector: konnyecTBo cpabatbiBaHumi

= CocTosiHue IP uHtepdeiicos wnHHbIx cuctem CAN,
3a nocnepHue 24 4aca

KNX, HDL (online/offline)
= Garb Collector Time - "
arbage LoLector [IMe - NApaMETP, XapakrepuaytoLm = CocTosHKe ycTpoiicTe wuHbl Bus77 (online/offline)
paboty garbage collector: pnutensHocTb pabotel GC
= CocTosiHue VT nHbpacTpyKTypbl - CETEBbLIE YCTPOMCTBA
(Baiidaii Touku, poyTepbl, KOMMYTaToOPbI, KaMepbl

n npoune) (online/offline)

= Clients Count - Kof1-BO NoAgK/ItOYEHHbIX NaHenemn
(ckonbKo oHnaitH)

= License - cTaTyc nuueH3nn
= PaclwmpeHHas nHGopMaLms 0 COCTOSHUM PasnYHbIX

= Online - ecTb nogk04eHe UK HET MK/yctpoiicTs Ha obbekTe Yepes cuctemy Glances
= [plan] SrvUptime - Bpems paboTbl cepBepa = Bbixop 3a ycTaBkM NapaMeTpoB MHXXEHEPHbIX CUCTEM
(anTaiim nocne nepesarpysku/nogayu nutaHus), cex obbekTa (NpeBbileHne, 3aHUXKEHNE, CMEHA COCTOAHUS)

= [plan] SysDBSize - pasmep B[ iridium storage, M6
= [plan] LogsSize - pasmep nanku ¢ noramu, M6

= [plan] CPUTemp - TeMnepaTypa npoueccopa, oC
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IRich |

CEPBMNC GOD'S EYE

KEWCbI N9 YOANEHHOIO MOHUTOPUHIA

OnepaTnBHaa namaTb 3anonHeHa Ha 90%, 3To roBopuT
0 TOM, 4TO MPOEKT CTan CANLIKOM 6ONbLLIOW U CNOXHbIN
M WMeeT CMbICN pa3fennTb ero Ha 4acTu, T.e. 4acTb
dyHKUMOHana BbIHECTW Ha Apyron cepBep. 370
obecne4nT yBenM4YeHWe OT3bIBYMBOCTM MpoekTa
n ckopoctn obpaboTkn faHHbIX. TaknuM obpasom Bbl
cbepexeTe HepBbl cebe U KMEHTY.

Ha pucke octanoch Mano MecTa, 3Ha4UT HaLOo yAANWUTb
[aHHble VAW HaCTpOWTb aBTOMaTWM4eckoe yhaneHue.
Ecnn puck nepenonHuTcs - cepBep OCTaHOBUTCS
M nepecTtaHeT YHKUMOHWPOBATb, U B HEKOTOPbIX
cny4asx MoxeT cbpocuTbcsa BCs nporpamma.

TeMmnepaTypa npoleccopa cepBepa ObicTpo pacTeT -
BO3MOXHO YTO TO CJIY4WMI0OCh C anmnapaTHOW 4acTblo
W HyXeH Bble3n Ang obcnykuBaHus, He LOXUAAACH
neperpesa W BbiXxofa M3 CTpos, T.K. 3To NpuBemeT
K [LOMOSIHUTESbHBIM 3aTpaTam.

IP-nHTepdelic Ha cucteMy aBTOMaTM3auMM  He
otseyaeT (KNX-IP, HDL-IP, IP-CAN] - 3HauuT nmetotcs
Kakue-tTo  Hemonagkv C CeTbld  WAW  CaMuM
NHTeppencom.

N3meHunca CTaTyC nuMuUeH3nn, BO3MOXHO Kakue-To
Henonagku B CUCTeMe JIMLUEeH3UpPOBaHUA MnpoekTa.

lMaHener B oOHNallHe CcTano MeHblle 3afaHHOro,
BO3MOXHO Kakas-To M3 CTauMoHapHbIX MaHenen
BblLUa U3 CTPOS.

—9 —© —0 —0 —©0
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[TponcxopaT YacTble OTKNOYEHWUS 3NEKTPOIHEPTUM NN
HanpsXkeHne Ha a3ax 4acTo HaxoguTCA BHe
LONyCTUMOro fManasoHa - MOXHO MPUHATb pelleHne
06 anrpeiige cucteMbl NUTaHWS obbekTa UAM Ha4vaTb
MPeTeH3NOHHYI0 paboTy c MnocTaBLLMKOM
3HEepropecypcos.

YacTo cpabatbiBaeT unu gonro pabortaeT KonnekTop -
3HAYUT KOA Ha jS HanNWcaH He oNTUMasbHO, 3TO MOXET
NpvMBECTU K 3aMefjieHuto paboTbl cuctembl, Gprsam
oTpaboTku KOMaHg nofb3oBaTens. Hy>Ho
ONTUMW3NPOBATL KOA,.

Kakoe-To M3 WWHHbIX YCTPOWCTB He OTBeYaeT, 3Ha4YUT
4acTb @QyHKLMOHana CuUCTeMbl aBToOMaTM3aLuu
obbekTa nepectaHeT paboTaTh B LITATHOM peXMME,
HanpuMep CBeT He BKJOYAeTcs WnM He paboTatoT
TepmocTaTbl.

Kakas 10 W13 BngeokaMep He oOTBe4aeT, 3Ha4ut
BMOEOMOTOK He 3anucbiBaeTca W npu BHeLUTaTHOW
CUTyaunn He 6y,D,eT Buaeo3anncun.

Bupeopernctpatop He oTBe4aeT - 3TO 3HAYMT, 4TO
cobbITUA ¢ kKamep BuAeoHabnofeHns He GUKCMPYIOTCS.

JNlenpuHr God's Eye
Ha canTe iridi.com/ru

KAKYCTPOEH CEPBWC GOD’S EYE

Oduc nnterpatopa WHTepHeT

iRidi SCADA Server
—> @ Telegram rpynnbl no obbekTam/dyHKLMAM E APM Ha cMaptdoneliRidi SCADA Client)

4

iRidi Cloud

AL

l MeTpunku 300poBbst 06bEKTOBbIX MopknioyeHune
CepBepoB U UHXEHEPHbIX CUCTEM | K MaHesbHbIM NpoeKTam

APM pucnetyepa Ha MK (iRidi SCADA Client) 06beKTbI Ha CepBUCHOM 0BCIYKUBaHIM

M0 i3 Pro server M0 i3 Pro server M0 i3 Pro server
Ha HS Server — Ha AV Servers Ha PC
L J
[MaHenbHble EnnHas
npoekTbl i3 Pro nmcneTvyepckas Makenu ynpasnenus 06opynosaHue IT
1 cMapTdOHbI aBTOMaTM3auuu obopynoBaHue

Beero ofexTon: 31

oK

Ownbkn [5]

TR ] 12.12.2024 10:34 OrcyTcTayer nuTanue Ha 880Ae

Mpeaynpesaenita 4]

oK

0K

Oumbkiu [5] 12.12.2024 10:34 OTeyTeTayeT NuTaume Ha BBOAE

Kpacwoaap

-
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https://iridi.com/ru/landing/gods_eye/

OOUCHbIE 3JAHNA KITACCA «A»

OduncHble NoMeLLEeHMs, NeperoBopHble U KOHPepeHL-3abl, 06LEeCTBEHHbIE 30HbI, KAOMHETBI PyKOBOAWUTENEN, TEXHUYEeCKMe
MoMeLLeHns, CepBepHble W 31eKTPOLUMTOBbIE, NAPKUHIW, MGTOBbLIE XOJUIbl, CaHy3bl K 30HbI OXxupaHus. iRidi nossonset
WHTerpupoBaTb BCE 3TO B EAWMHYID WHTENNEKTyalbHYl CUCTeMy yrpaBneHus, obecneumBas koMmdopT, besonacHocTb
1 besynpeyHyto 3G eKTUBHOCTb IKCMyaTaLMM 3[aHus.

Co3paBaiiTe yMHble cLieHapuu, ynpaensaiTe paboynumu rpadukaMu, SKOHOMbTe pecypchbl, NoBbIlWaNTe 3HePro3addeKTUBHOCTb
W NpefoCTaBAsWTe apeHAaTopaM BbICOKWUIA YpoBeHb KOMbOPTa U KOHTPOS.




TWTMOBbIE MPOEKTDI

OOUCHbIE 3JAHNA KITACCA «A»

0I'ITVIMVI3aLI,MF| 3HepFOI'IOTp66IIEHVIFI n KnnMaTn4eckoro
KOHTpONA Anqa noBblleHNd KOM¢)OpTa COTPYyAHMNKOB
N CHMXKeHUA 3KCnlyaTalyMoOHHbIX 3aTpar.

OJ1A APEHATOPOB:

s% KomdopT

CUCTEMBbI:

Q‘;@ﬁj YnpasneHue neperoBopHbIMU

E YnpaBneHue koHdepeHL-3anamMu
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I RI d I | TNTOBBIE MPOEKTbI

OOUCHbLIE 3JAHNA KITACCA «Ax-:
HEM YTTPABJIAET SCADA-BMS
N 0J1A KOO 3TO HY>KHO

[axe camoe coBpeMeHHOe 0pUCHOE 34aHNe HYXAeTCs B TOYHOM HaCTPOViKe W
MOCTOSAHHOW ONTUMM3ALMN BCEX BHYTPEHHMX NPOLLECCcoB. 34eChb CANULLIKOM MHOroe
3aBVICUT OT UHXXEHEPHbIX CMCTEM — OT MUKPOKJIMMaTa 1 ocBelleHuna ao besonacHocth,
MynbTuMenma u [T-uHppacTpyKkTypbl.

CITY>)KBA 3KCITYATALIUA:

= [lpo3pa4HocTb paboTbl Bcex cucTeM
= PaHHee npegynpexaeHve aBapui
=  OnTMMM3aums aHepronoTpebneHuns

CucteMbl:

= OBwK - oTonnexve, BEHTUNALMS U KOHOWMLMOHUPOBaHWE
= BopocHabxeHne n BogooTBeeHMe

= OnekTpocHabxeHune

= Yder sHepropecypcos (Kon-Bo 1 Ka4ecTso)

= OcBelleHMe 1 3aTeHeHUe

= [loxxapHas be3onacHocTb

= [lucnetyepusaumsa nudTos

= [lucnetyepusaums noL3eMHbIX NapkoBoK

= MOHUTOPUHT MHXEeHEPHOW MHGPACTPyKTypbI (MpoTeyku, repKoHbi)
= MoHuTopuHr IT-uHbpacTykTypbI

= CucteMa 03By4MBaHNS NMOMELLLEHNI

= CucteMa nogorpesa (KpoBns, BOAOCIUBbI, LOPOXKHM)

= MOHWTOPUHI cepBepHbIX CTOEK

CJTY>)KBA BE3OIMACHOCTM:

= [lpo3payHocTb paboTbl BCeX CUCTEM
= PaHHee npegynpexaeHne MHUMAEHTOB
= AHanus Bugeo3sanncen n Noros CUCTEMbI

Cuctemsl:

MoxapHas 6e3onacHocTb
OxpaHHas be3onacHocTb
BupeoHnabniogeHue

" CKY[4

36




MNpunéMHble 1 KabuUHeTbI Bpayel, AnarHocTu4eckme 1 npolenypHble KabuHeTbl, onepaLnoHHble, NanaTbl, 1abopaTtopuu, 30HbI
0XWAAHUS, pecerlleH, NoMelleHUs nepcoHana U MHXeHepHble KoMHaThl. iRidi no3BonseT 06befMHUTL BCE 3TO B €AUHYI0

M Eﬂl M LII M H C KM E L|| E H T P bl nnaTd)opMy ynpaBneHuqa, obecneynBas MeJUUMHCKOMY y4peXxaeHMo TOYHOCTb, HaOEXHOCTb U y,D,OGCTBO Ha Ka>X[0M ypoBHe.

ObecneybTe KOMPoOpT U HesonacHoCcTb Ans MauueHToB, 3ddekTUBHYO paboTy ANg nepcoHana v Npo3payHoe yrnpaBneHue
NHPaCTPYKTYpPOM ANS afMUHUCTPaLMN.




TWTMOBbIE MPOEKTDI

MEOWUNHCKWE LEHTPbI

ObecneyeHune ToYHOTO nogaep>XaHna MMKpoknmnmaTa,
BEHTUNIALNN N GECI'IEPEGOIZHOFO 3HepFOCHa6)KEHVIFI ana
COGJ’IIO,D,EHVIFI CaHWUTapHbIX HOPM U 6esonacHocTn naunMeHToB.

ONA MEOCECTEP:

Bo)

YA06HbIN KOHTPOSIb MHXKEHePHbIX
CUCTEM Ha WX y4acTke

CUCTEMBbI:

% YMHaga nanata

1))

YnpasneHue cuctemamm MOr

IONS NALMEHTOB U BPAYEWN:

% Komdopt

CUCTEMBI:

- o
E’Q@{ YMHbIN KabuHeT, nanaTa

@ NHdopmaLmoHHble Tabanukm
y kabnHeToB




TNTOBBIE MPOEKTbI

MEONUNHCKWE LEHTPbI:
HEM YTTPABJIAET SCADA-BMS
N 0J1A KOO 3TO HY>KHO

Me,EI,VILI,VIHCKVIVI LEeHTp — 370 Cpefa C BbICOKOM OTBETCTBEHHOCTbIO, rne TO4MHOCTb
npoueccoB, C/Na>€HHOCTb CUCTEM U CKOPOCTb peakKunn KpUTN4eCKn Ba>KHbl. Ho paxe B
CaMbIX COBPEMEHHbIX KITMHUKaXx 6e3 LEeHTPaJIn30BaHHOIO ynpaB/ieHNd TeXHn4eckmne
pecypcCbl OCTalOTCA Ppa3pO3HeHHbIMU, a onepaunoHHble N30eP>XXKN — 3aBbllUEeHHbIMWN.

CITY>KBA 3KCTUTYATALIUU:

= [Ipo3pavHocTb paboTbl BCex cucTeM
= PaHHee npegynpexpaeHne aBapuii
= OnTuMM3auus aHepronoTpebneHns

Cucrembl:

BeHTMNAUMS YUCTbIX NOMeLLeHNi

OBwuK - oTonneHwue, BEHTUAALMS 1 KOHAULMOHMPOBaHKE
BopgocHabxeHue n BogooTBedeHMe

AnekTpocHabxeHune

YyeT aHepropecypcos (kon-Bo v ka4ecTso)

OcBelleHWe 1 3aTeHeHWe

MoxxapHas 6e3onacHocTb

LOuncnetyepumsauuns nudtos

[lncnetyepusaums noL3eMHbIX NapkoBoK

MOHWUTOPWHT MHXeHepHON MHbPACTPYKTYpbl (MPOTEYKM, FepPKOHBbI)
MoHuTopuHT IT-nHdpacTyKTypbI

CucteMa 03ByYMBaHWS NMOMELLLEHNI

Cwuctema nogorpesa (KpoBns, BOLOCAWBbI, JOPOXKKM)

CNY>KBA BE3OMACHOCTU:

= [Ipo3payHocTb paboTbl Bcex cucTeM
= PaHHee npefynpexaeHne MHUMAEHTOB
= AHanus BUAEO03anucen 1 IoroB CUCTEMbI

Cuctemsl:

MoxapHasa 6e3onacHocTb
OxpaHHas be3onacHocTb
BupeoHabniogeHve
CKYL,
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[OCTUHWLBI N OTEJTU

locTeBble HOMepa 1 NiloKCbl, 1066M, pecenLueH v 30Hbl 0XXMAAHUS, pecTopaHbl, 6apbl, CMA, duTHec n bacceliHbl, cnyxebHble
N TEXHUYECKME MOMEeLLEeHUs, NpayeyHble, CKIaAckue 30Hbl U NapkuHr. iRidi no3BonsieT 0bbeanHWUTL BCe MPOCTPAHCTBA OTENS
B eAMHYI0 MHTeNNeKTyaNnbHyl cucteMy, obecrneynBas MakCUManbHbI KOMPOPT Ans roctei n addeKTUBHOE ynpaBieHue ons
repcoHana.

ObecneybTe NEpCOHANIM3MPOBAHHbIA OMbIT A8 KaXAOro rocTs, aBTOMAaTU3WpyWTe PYTUHHble MPOLECChl, KOHTPOAUPYUTE
3Hepro3arTpatsl U NoBbILLANTE Ka4ecTBO 06CyXMBaHUS.




. N \
I RI d I | TWTMOBbIE MPOEKTDI

[OCTUHWLDbBI N OTEJIN

ABTOMaTM3aLI,WF| ynpaBsieHnqa ocBelweHneM, KnmmMaTtom n
6e3onacHoCTbIO A4 NoBbIWEeHNA ypOoBHA CcepBUCa 1
CHMXXeHNA onepalnoHHbIX pacxo4oB.

0J1a PELLENUMOHUCTOB: 0J19 NOCTOANIbLIEB:

E\ Y06HbI KOHTPOJIb MHXKEHEPHbIX
“©®  cucrem Ha ux yqacTke \,\& Komdopt

CUCTEMbI: CUCTEMDI:
4 = ;
==  Ynpasnenue cuctemamu MO E24  YMHbIN HoMep
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TNTOBBIE MPOEKTbI

FOCTUHWLBI M OTEJIN:
HEM YTTPABJIAET SCADA-BMS
N 0J1A KOO 3TO HY>KHO

CoBpeMeHHbI 0Tesb NpefcTaBaseT coboii CNOXKHYI U pa3BeTBAEHHYI MHPPACTPYKTYPY,
re LecsTKN MHXKEHEPHbIX CUCTEM LOMXKHbI paboTaTh B UAeasbHON rapMoHMK, 4TObbI FoCTy
rony4Yany MakcuManbHbIi KOMGOPT. YNpaBneHve KI1MMaToM, OCBELLEHWNEM, LOCTYMOM,
ayavo 1 BupeocmcteMaMu TpebyeT BbICOKOW TOHHOCTU U MOCTOSIHHOM ONTUMU3aLIUN.

CNY>XBA 3KCMTYATALUN:
= [Ipo3pavHocTb paboTbl BCex cucTeM
= PaHHee npegynpexpaeHne aBapuii

L] 0I'ITVIMVI3aLI,VIF| 3Hep|’0|’l0TpE6ﬂeHl/l9l

Cucrembl:

i il A

WA

OBwuK - oTonneHwue, BEHTUAALMNS 1 KOHOULMOHUPOBaHKE
BopmocHabxeHune n BogooTBefeHune

AnekTpocHabxeHune

YyeT aHepropecypcos (kon-Bo u ka4ecTso)

OcBelleHWe 1 3aTeHeHWe

MoxxapHas 6e3onacHocTb

Oucnetyepumsauuns nudtos

[lncnetyepusaums noL3eMHbIX NapkoBoOK

MOHWUTOPMHT MHXeHepHON MHbPACTPYKTypbl (MPOTEYKM, FEPKOHBbI)
MoHuTopuHT IT-nHdpacTyKTypbI

CucteMa 03ByYMBaHWS NOMELLLEHNI

CwucteMa nogorpesa (KpoBnsi, BOLOCAWBbI, JOPOXKKM)
CvcteMa MoHuTOpUMHra bacceiHa un CMA

CJTY>)KBA BE3OIMACHOCTM:

= [lpo3payHocTb paboTbl BCeX CUCTEM
= PaHHee npegynpexaeHne MHUMAEHTOB
= AHanus Bugeo3sanncen n Noros CUCTEMbI

Cuctemsl:

MoxapHas 6e3onacHocTb
OxpaHHas be3onacHocTb
BupeoHnabniogeHue
CKYL,
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Ayoutopun u Kknaccbl, nabopatopuu, KOMMbIOTEPHbIE W MyNbTUMEAUWHbIE KACCbl, aKTOBble 3ajbl, KOHbepeHL-3anbl,
6nbnnoTekn M KOBOPKWUHIW, CMOPTUBHbIE 3aibl, CTOJNIOBbIE W 30Hbl OTAbIXa, KabuWHeTbl npenopaBaTenen, NpPUEMHbIE,
TexmnomelleHns 1 obuiecTBeHHble 30Hbl. iRidi 0bbeanHAeT Bce 3TW MPOCTPaHCTBA B €4UHYI WHTEIEKTYaslbHYl CUCTEMY
ynpaBieHus, NoMorasi co3faBaTb COBPeMeHHYt0, rMbKyto u besonacHyto obpasoBaTenbHyto cpegy.

Co3paBalite KOMdOpPTHbIe ycnoBuUS ANs Y4EObI, NpenofaBaHWs 1 BHEYPOYHON AeaTeNbHOCTU. YNpoLlaiTe agMUHUCTPMpPOBaHMe,
ONTUMU3UPYIHTE NoTpebieHne pecypcoB 1 NoBbILLANTE TEXHONOrMYeCckuii ypoBeHb y4ebHoro npouecca.
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YHEBHbIE SABELEHNA

NHTerpauns cucteM 6e30MacHOCTM, OCBELLEHUS U KIMMaT-
KOHTpONs Ans co3gaHus kKoMbopTHOW obpasoBaTenbHow
cpeabl.

NS NPEMNOLABATENEN U CTYLLEHTOB:

=)

00 o
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YMHas ayauTopus

[A] Ynpasnenue koHdbepeHu-3anamm
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rART RENDER V5 BOUNCE RATE |

100 %
YYEBHbIE 3ABEAEHUS: { Mockon Start Rander (LU 1031 |
i
i
HEM YTTPABJIAET SCADA-BMS - 80 %
32K : .
N OJ1A KOO 3TO HY>XKHO ' | |
|
24K 40 % {
CoBpeMeHHoe y4ebHoe 3aBefeHMe paboTaeT Kak XKMBOM OpraHnU3M: 04HOBPEMEHHO !
MPOXOAAT 3aHATUA, BKIlo4aeTcs obopyfoBaHve, MeHsSeTcs pacnucaHume, nepexsoyaoTcs [
PeXUMbI B flecaTkax nomelueHuit. Ytobbl BCE 310 pyHKUMOHMpoBano bes nepeboes, | M 40 %
HeobxofMMa To4Has HacTPOMKa U LLleHTPannM30BaHHoE yrpaBrieHue.
B - 20 % 1
CNY>XKBA 3KCIJTYATALNN: |
= [lpo3payHocTb paboTbl Bcex CVICTVEM o I II.. T T —— o % .
= PaHHee npeaynpexaeHvie aBapui o 1 5 3 4 5 i
= OnTMMusauusa aHepronotpebneHuns - '
g B @ Start Render (LUX) = Bounce Rate i i i
Cuctembl: -

OBwuK - oTonneHue, BEHTUASLUSA U KOHAULUOHUPOBAHUE
BopocHabyxeHne n BogooTBegeHne

AnekTpocHabxeHne

Y4eT aHepropecypcos (kon-Bo 1 ka4ecTso)

OcBellleHMe 1 3aTeHeHMeE

MNoxxapHas be3onacHocTb

Ovicnetyepusauus nuoros

[vcneTyepusaums nog3eMHbix NapkoBoOK

MOHUTOPUHI UHXXEHepHOW MHdpaCcTPyKTypbl (MpoTeykn, repkoHbi)
MoHuTopuHT IT-nHdpacTyKTyphbI

CucTeMa 03BYyYMBaHMSA NMOMELLEHWU

Cuctema nogorpesa (KpoBJisl, BOLOC/IMBbI, OPOXKM)

CNY>KBA BE3OMACHOCTM:
= [lpo3payHocTb paboTbl BCex cucTeM

= PaHHee npefynpexaeHue MHUMAEHTOB
= AHanus BMAe03anucen 1 10ros CUCTEMbI |

CucreMsbl: ,-"‘"

[MoxapHas 6be3onacHocTb ) y [
OxpaHHas be3onacHocTb

BupeoHabniogeHne - : L s ik i
CKY}], /,—I——M— e e — L

o

55



rry
r
r

I r

|
|

L T IO

-

(L LR

\
\
\

\
\

AL W
\
A

\
\

\
A ELEL Y

\

Lo R
s T R T
oW W R W W W W
e T R R
%N K NN
NN NN

W RN v N W N
B % NN W

-

NN Y Y AL

o R
AR EEEE RN N

LA RERAERER

LLEHTPbl OBPABOTKN OAHHbIX (LLOA)
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CepBepHble 3anbl, 3/eKTPOLLMTOBbIE U aKKyMyNSTOPHble MOMELLEHNs, FeHepaTopHble 30Hbl, TENEKOMMYHWKALMOHHbIE
KOMHaTbl, HacOCHblE CTaHLWW, NMOMELLEHUS MOHUTOpPUHra W mepcoHana. iRidi no3BonseT 0bbefMHUTL BCE 3TO B eAWHYI0
WHTENIeKTyaNbHYy0 CUCTEMY, FAEe Bbl MOSy4aeTe MOJHbIA KOHTPOJb, BbICOKYK HAAEXHOCTb M TMBKOCTb yNpaBieHUs Ha KaxaoM

YPOBHE UHDPACTPYKTYpbI.

ObecneuybTe becnepeboiiHylo paboTy Bcex WHXEHEpHbIX CUCTEM, MFHOBEHHO pearupynte Ha OTKIOHEHWsl, COKpalianTte
3Heprosartpatsl 1 NoBbiwanTe 3ddEeKTUBHOCTb 3KCMIyaTalm — C NepBoro AHS.
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LLEHTPbl OBPABOTKN OAHHbIX (LLOA)

MOHUTOPWHT M ynpaBneHue oxnaxaeHueM,
3HepronoTpebieHneM 1 pe3epBHbIM NUTAHUEM NS
MaKCUMasibHOW 0TKa30yCTOMYNBOCTU U 3P HEKTUBHOCTY.

0J19 CNY>Kbbl 3KCIMJTYATALUA:
):g - MoHUTOpMHT KNMaTa

i

E\@) MoHuTOpuHT 3HepronoTpebneHns




TWMOBBIE MPOEKTbI

LEHTPblI OBPABOTKW OAHHbBIX (LLOL):
HEM YTTPABJTAET SCADA-BMS
N 0J1A KO0 3TO HY>KHO

CoBpeMeHHbIii LLeHTp 06paboTkM faHHbIX — 3TO He NPOCTO 34aHWe C CepBepamu.
370 cnoxkHas HdpPacTpyKTypa, B KOTOPOW Kaxas 30Ha TpebyeT TO4UHOro KOHTPOss
1 KOOPAMHALMK.

CNY>KBA 3KCTUTYATALIUA:

= [Ipo3payHocTb paboTbl Bcex cucTeM
= PaHHee npegynpexpaeHue aBapui
= OnTuMu3aums aHepronoTpebneHns

CucteMbl:

OBuK - oTonneHue, BEHTUAALMS U KOHOULMOHUPOBaHNE
BopocHabyxeHune 1 BogooTBeaeHne

AnekTpocHabxeHune

YueT aHepropecypcos (kon-Bo u ka4ecTso)

OcBelleHWe 1 3aTeHeHWe

MoxxapHas 6e3onacHocTb

Oncnetyepusauma nudTos

MOHWUTOPMHT MHXXeHepHON MHbPACTPYKTypbl (MPOTEYKM, FEpPKOHbI)
MoHuTopuHT IT-nHdpacTyKTypbI

CucteMa 03ByYMBaHWS NOMELLLEHNI

CucTema noporpesa (KpoBns, BOLOC/UBLI, [OPOXKM)
MOHUTOPUHT cepBepHbIX CTOEK

CJ1Y>)KBA BE3OIMACHOCTM:

= [lpo3payHocTb paboTbl BCEX CUCTEM
= PaHHee npeaynpexgeHne MHUMAEHTOB
= AHanus Bugeosanncen n N1oros CUCTEMbI

Cuctemsl:

MoxapHas 6e3onacHocTb
OxpaHHas be3onacHocTb
BupeoHabniogeHue
CKyL,

e




CETb ABTO3AMPABOYHbIX CTAHLM (A3C)

Ona 6onbwown n passetrBnéHHon cetn A3C - coBpeMeHHass SCADA-cucteMa cTaHeT eA4WHbIM LEHTPOM ynpaBleHus,
Mo3BONAIOLWMM U3 OAHON TOYKM KOHTPOAMPOBAaTb BCE CTaHLMW — OT 3amacoB TOMauWBa M Ao HesonmacHocTu. 3To pellaet

KIo4eBylo npobnieMy reorpaduyeckn pacrnpefenéHHoro brusHeca — ycTpaHseT MHGOPMALMOHHYIO Pa3pO3HEHHOCTb U AaéT
Mpo3payvHOCTb NMPOLLECCOB Ha KaXK A0 3anpaBke.

iRidi SCADA-BMS ctaHeT «undpoBbiM wtabom» ana cetn A3C, npepoctaBnss MofHyl KapTuHy paboTbl Bcex CTaHUMM
Ha 0f,HOM 3KpaHe.
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CETb ABTO3AMPABOYHbIX CTAHLM (A3C)

MoBbiweHmne apdexTnBHocTn ceTn A3C - oT ynpaBneHus
MWKPOK/IMMATOM A0 ONTUMMU3ALMU NOTUCTUKM U TEXHUYECKOTO
obcnyxmBaHus. Bee, 4To noBbiwaeT koMbopT 1 HezonacHocTb
COTPYAHWUKOB M KJINEHTOB.

CUCTEMbI:

8]
& Komdopt g‘f CKY[ n 6e3onacHocTb

Ee) Eo)

E@ MoHUTOpWHF 3anacoB @ MHpopMaLMoHHble ykasaTenu

KoHTponb nHxeHepHbIX cuctem Ha A3C MOHUTOPWHT 3HepronoTpebneHus
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CETb ABTO3AMPABOYHbIX CTAHLM:
HEM YTTPABJTAET SCADA-BMS
N 0J1A KOO 3TO HY>KHO

Ncnonb3oBaHue coBpeMeHHoro pelweHns SCADA-BMS Ha cetn A3C - npespalyaeT
pa3po3HeHHble 3anpaBoYHble CTaHUUM B eMHbIN, yNpaBAsgeMblil U MHTeNNeKTya bHbI
akTuB. [nbkoe ynaneHHoe ynpaBneHne MHXeHepHOW NHGPaCTPYKTYpPOl CTaHLUMI ycKopseT
ncnpassieHve Hemoaagok M HanpsMyto BIMSET Ha peHTabenbHOCTb, be3onacHocTb

N KOHKYpeHToCnocobHoCTb Br3Heca.

CNY>KBA 3KCIJTYATALUN:

lMpo3pa4HocTb paboThl Bcex cuctem
PaHHee npenynpexpeHne aBapuit
OnTuMum3aumns sHepronoTpebnexmns
YnpaBsieHune 3anacamm
MoHuTOopWHr paboTbl 0bopynoBaHus

CucrteMbl:

CucTteMbl BEHTUAALUN

CucTteMbl oTOMNNEHUS

CvcTeMbl KOHAMLMOHUPOBAHMS

CucTeMbl anekTpocHabxeHus

CucTeMbl aNeKTpooCBeLLeHns

CucteMbl TensocHabxxeHUs

CvcTeMa 3aluTbl OT NpoTeyek

KoHTponb TexHonornyeckoro obopynoBaHus

(xonoaunbHbIE ¥ MOPO3UITbHbIE KaMepbl, BUTPUHBI 1 T.1M.)

CucTtema BugeoHabnogeHns

KoHTponb TeMnepaTypbl B X0N04WbHbIX 1 MOPO3UJIbHBIX KAMepax, BUTPUHAX
KoHTponb nonoxeHus nBepei XonoanIbHbIX U MOPO3WIbHbIX KaMep,
npenynpexneHue npu npoAosIXXUTENIbHOM OTKPbITUM fBepein kKamMep
KoHTposb cuctembl oborpeBa BoLOCTOKOB

CucTteMbl noacyeTa nocetuTesnen

MoxxapHas be3onacHocTb

MoHuTopuHT IT-nHdpacTpykTypbI

CvcTeMa 3BYKOBOMO COMPOBOXAEHMS

NHbopMaumnoHHble Tabanykm

MOHUTOPUHT cepBepHbIX CTOEK

CNY>XBA BE30OMNMACHOCTMU: Cucrtemsl:

= [Ipo3payHocTb paboTbl BCEX CUCTEM MoxxapHasa 6e3onacHocTb

= PaHHee npepynpexpaeHne NHLMAEHTOB OxpaHHasi besonacHocTb

= AHanu3 BUAE03anuncen n 1oros CUCTEMbI BuneoHabniogeHne
cKy[q
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PO3HWUYHAA TOPIOBAA CETb

Ons dunnanbHol cetn po3HmnyHon Toprosau iRidi SCADA-BMS obecneymnT yoanéHHyo gucrneTHepmnsaLnmnio BCEro MHXEHEPHOTO
obopynoBaHus. OcBelleHNe, KNMMaT, X0N0ANABHOE 060pyAoBaHME, CUCTEMbI BE30MACHOCTM U KOHTPOJIb AOCTYMA - BCE B €ANHOM
nHTepderice ynpaBneHuns.

ABTOMaTM3MpPOBaHHOe ynpaBJieHMe NHXeHepHbIM crucTemMamu Ha base iRidi SCADA-BMS pgnd yaaneHHbIx 06beKTOB pO3HMLLbI - 3TO
CHUXXEHMUEe 3HepronoTpebieHns U 3KOHOMUS SKCMyaTaLMOHHbIX pacxofoB. LleHTpann3oBaHHbI MOHUTOPUHE U NpPefUKTUBHOE
TexobcnyxuBaHue obopynoBaHus - obecneyaT CHUXEHME MOCTOSHHbIX 3aTPaT U MOBbILLEHWEe HAAEXHOCTb BCE PO3HUYHOM CETU.
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PO3HWUYHAA TOPIOBAA CETb

OnNTUMK3NPYITe TekyLiMe 3aTpaThl Ha ynpaBieHne 1 TeXHUYECKYIo IKCMyaTaluuto
Toproeoit ceTu. LleHTpanusoBaHHoe ynpasfeHWe MHXeHepHbIM 0bopygoBaHueM
LS5 pacnpefefeHHbix 06beKTOB PO3HWYHOW CeTU - BCE CUCTEMbl B €4UHOM
nHTepdeiice fucneTyepusauunm.

70

CUCTEMblI:

JAL® MOHVITOpI/IHF KnnMaTa

—@ OcBellleHVe: TOProBbIii 3an, cknag, pacap

SHeprocHabxeHune v becnepeboiiHoe NuTaHne

XonoamnbHoe obopynoBaHue

CKY[l n 6esonacHocTb

MOHUTOPWHT 3HepronoTpebneHns

71
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PO3HWUYHAA TOPITOBAA CETb:
HEM YTTPABJTAET SCADA-BMS
N 0J1A KO0 3TO HY>KHO

Mnatdopma SCADA-BMS B pa3BeTBfEHHbIX PO3HUYHbIX CeTsX obecrneyvmBaeT CHUXeEHME
TeKyLMX 3aTpaT Ha TeXHWYeCKyKo aKcnayaTauuto u Texobenyxusanue. MycTb Toprosblii
nepcoHasn cocpefoTounTcs Ha paboTe C MokynaTensaMu, a LeHTpann3oBaHHas ciy>ba
aKcnyaTauum - otcnexusaeT u obecnednBaeT becnepeboitHylo paboTocnocobHocTb
WH>XeHepHoro obopyaoBaHWs MarasmHosB.

CJTY>)KBA 3KCIJTYATALIUN:

= [Ipo3payHocTb paboTbl BCex cucTeM
= PaHHee npefynpexaeHne aBapuii

= OnTuMusaumsa sHepronoTpebneHus
= MoHuTopUHT paboTbl 0bopynoBaHus

Cuctemsl:

= CuCTeMbl OTOMNEHUS, BEHTUAALUMN U KOHAWLMOHNPOBAHUS

= (OcBellleHne ToproBoro 3ana, cknaga v dacapa

= Cuctembl anekTpocHabxeHus

= CucteMbl TensiocHabXkeHnsa 1 BOAOOTBEAEHMUS

= CucTeMa 3aWuThbl OT NpoTeyek

= KoHTposb TexHonormyeckoro 06opyaosaHma (xonoansbHbie

¥ MOPO3WJIbHbIE KaMepbl, BUTPUHbI 1 T.M.)

KoHTposb TeMnepaTypbl B BUTPMHAX, XONOAUbHbIX

1 MOPO3UJIbHbIX KaMepax

KoHTponb nonoxeHus ABepel XoNoauIIbHbIX U MOPO3UIbHbIX KaMep,
npepynpexaeHune npu NpofosiXXUTeIbHOM OTKPbITUMN fBEpel kaMep
= KoHTposnb crucTeMbl oborpeBa BOAOCTOKOB

= Cucrtema BugeoHabnwogeHns

= CucTeMbl nofcyeTa noceTuTenen

= CuncTeMa 3ByKOBOrO COMPOBOXAEHMS

= [loxxapHas be3onacHocTb

= MoHutopuHr IT-uHdbpacTpykTypbI

= MOHUTOPUHT cepBepHbIX CTOEK

CJ1TY>)KBA BE3OMNACHOCTU: CucTeMsl:
= [lpo3pay4HocTb paboTbl Bcex cucTeM = [loxapHas besonacHocTb
= PaHHee npegynpexneHne UHLULEHTOB = OxpaHHas be3zonacHocTb
= AHanus BMaeo3anucen 1 IOroB CUCTEMBI = BupeoHabniogeHune

= CKY[
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3D MHTEP®EMWC IRIDI SCADA-BMS

CoBpeMeHHbIl UHTepdbelc Ansg ynpaBleHUs WHXEHEPHbIMU cUCTeMaMu 34aHUMN,
0T BEHTUASALUM L0 BUAEOHABNIOAEHWS, C TAKUMU MPEUMYLLECTBAMMU:

CkopocTb BHeapeHusi

loToBbIN WabnoH MHTepdeiica 1 NpoflyMaHHas apxMTeKTypa CoKpalLalT BpeMs pa3paboTtku
npoekta Ha 70%.
MUHVUMM3auna HanucaHua LOMONHUTENBHOMO Kofa AN CTaHAAPTHbIX 3/IEMEHTOB YNpaBAeHus.

BoraTtas 6ubnunoTteka npocbeccvaaanblx 3JIEMEHTOB

Akckno3mBHbIv WpnudT SCADA_EL_BMS.ttf nnga cosgaHuns npodeccnoHanbHbix
3NEKTPUYECKMX CXEM.

[0TOBble KOMMOHEHTbI: HACOChI, BEHTUAN, LaTYUKN TEMMNepaTypbl, afanTUpoBaHHbIE Moj,
pealnbHble 06BbEKTHI.

Mbkas HacTpolKka: 3MeHeHWe pa3MepoB, LBeToB 1 dopM Be3 noTepun GYHKLMOHANBHOCTH.

YpobcTBO paboTbl C faHHbIMU

l/lHTyl/lTVIBHaﬂ NPpUBA3Ka BNU3yaJibHbIX 3JIEMEHTOB K peaJibHbIM NapaMeTpaM 060py,D,OBaHV|ﬂ.
ﬂ,ByXypOBHeBaﬂ BU3yannsayna: O630pHaﬂ naHeJsib + geTaJibHble CXeMbl B e,D,VIHOI?I cucrteme
HaBuUrayunmn.

BCTpOGHHbIe MHCTPYMEHTbI A1d NOCTPOeHUd rpaqwn(os B peaJibHOM BpeMeHn 1 aHanm3a
OVNHAMUKN NapaMeTpoB.

YHukanbHas 3D-Bu3yanusauus 3gaHus

MnaBHoe BpaleHue obbekTa (36 No3numii) 4N LesoCcTHOro BOCNpUATHS.

MepekntoyeHne Mexay LHEBHbLIM M HOYHbIM pexXxnMamu, MO3BONSIOLLEe ONepaTopy OLeHWBaTb
COCTOAAHME BCero 0bbekTa, a He TOJIbKO OTAENIbHbIX CUCTEM.

CHuXeHune nopora Bxona gns paBpaﬁOT"IVIKOB

Pa3paboTynky TpaTaT MeHbLLe BpeMeHu Ha co3paHue 6a30Boi MHPPacTPyKTypbl nHTepdelica
1 bonblie — Ha peleHue cneunduryeckmx 3afay 3akas4mka.

Bbe3sonacHocTb
MonHoe nMNopTo3aMellleHne 1 OTCYTCTBME 3aBUCUMOCTEN.

Poccuiickasa OC Astra Linux Special Edition, nmetowas ceptudumkat @CTIK Poccuu.
OTcyTcTBME 3aKNafoK U YA3BUMOCTEN, XapakTepHbIx Ans 3apybexxHoro 0.

[lna knueHTOB [lna cMcTeMHbIX MHTerpaTopoB

= EpauHas naHenb ynpasneHus = Pabota c roccekTopoM 6e3 orpaHu4eHUn

= WVHTYUTUBHO NOHATHBIN MHTepdeiic = YnpollieHne peanm3aLnmn NpoexkTos

= JKOHOMWYecKas BbIroaa = PaclimpeHune BO3MOXHOCTEN AN MOHETU3aLUK
= ApanTaums nog noboi npoekT =  BuzyanbHoe 3D-npeumyiectso
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Agmian Agmmios

MnaeHWi BXx0 4

lnaswbif Bxog 2

JaAHWiA BXxOA
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